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Abstract—The adoption of new technologies and the increasing
amount of connected devices have drawn the attention of cyber-
attackers, whose intentions are oriented to disturb computational
services or even steal critical information. This poses new
challenges in the design of Intrusion Detection Systems (IDS),
which are in charge of detecting threats. When dealing with
unknown cyber-attacks, anomaly-based IDS (AIDS) have drawn
the attention of the research community, since they could detect,
for instance, zero-day attacks. A recurrent critical aspect in
the design of these systems is the training procedures. In the
context of attack detection, training involves difficulties due to
the imbalanced nature (one class much more represented than the
other) of the associated data sets. Hence, approaches to address
the class imbalance are always relevant. In this work, we present
the evaluation of different machine learning (ML) algorithms,
known as one-class classifiers, that hold the potential to be
implemented over an AIDS. For this task, we used the UNSW-
NB15, comparing their performance using pertinent metrics that
are normally used to assess an attack detection algorithm.
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I. INTRODUCTION

The growing number of connected devices, ranging from
end-user equipment such as phones, tablets, and computers,
to municipal systems for traffic management, climate, and
health services, provides new targets to cyber-attackers aiming
at disrupting computational resources or stealing valuable
information. Also, the evolution of malicious software and
network security threats poses challenges in the design and
implementation of Intrusion Detection Systems (IDS) [1].
IDS (software or hardware-based) can be broadly classified
into two categories: signature-based (SIDS) or anomaly-based
(AIDS). On the one hand, SIDS need previous knowledge
of the characteristics of an intrusion to match a pattern and
identify a threat. On the other hand, AIDS try to model normal
behavior, and if an observed sample exposes any significant
variation from it, then it is treated as an anomaly. AIDS have

drawn particular attention to researchers since they are an
alternative to detect zero-day attacks [1].

An alternative classification of IDS depends on the type
of data they inspect. Hence, they can be classified either in
Host-Based or Network-Based IDS. Host-based IDS focus
on analyzing activity inside a host and its audit information,
for example, the operating system or application and server
logs [2]. In contrast, Network-based IDS (NIDS) monitor
network traffic to detect external threats [3]. In general, IDS
can use Machine Learning (ML) techniques to identify patterns
that can be extracted from datasets used to train a particular
algorithm. In this work, we will propose and evaluate the
performance of a set of ML-based classification algorithms,
and for this task, we will use the UNSW-NB15 attack dataset
[4].

Considering what was mentioned before, the contribution of
this paper is twofold. First, we present a descriptive analysis
of the UNSW-NB15 dataset where we detail its main features
and its potential to be used for the training and evaluation of
NIDS based on ML techniques. Second, we evaluate a selected
set of Machine Learning techniques when trained and assessed
using this data set. We compare the results of these techniques
through the conventional metrics and assess the performance
results obtained. We provide a discussion of these results in
light of the properties of the considered ML techniques.

This paper is organized as follows: Section II presents a
description of the dataset, and the procedures performed for
feature selection. Section III introduces the concept of One-
class classification and lists the selected set of algorithms
to assess. Section IV shows the experimental setup and the
obtained results. Section V presents an overview of related
work in the topic of classification of attacks based on the use
of the UNSW-NB15 dataset, and finally, we conclude the paper
in Section VI.978-1-6654-0601-7/22/$31.00 © 2022 IEEE
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II. OVERVIEW OF THE UNSW-NB15 DATASET

UNSW-NB15 [5] is a dataset that contains a combination
of normal and abnormal network traffic that was generated
synthetically by leveraging the IXIA PerfectStorm tool which
contains official information of all the reported attacks to
the date of its creation. The abnormal traffic comprises nine
types of attacks including denial of service (DoS), worms,
shellcodes, fuzzers, and reconnaissance, among others. The
generated traffic represents 100GB for a simulation of 31
hours, executed in two periods of 16 and 15 hours during two
different days on January and February of 2005 respectively.

A. Dataset description

The raw dataset is organized in pcap files of 1GB each, but
there is also a preprocessed file, where each sample represents
a network flow (a group of packets sharing, during a period,
the same values for the following 5-tuple of protocol headers:
origin and destination addresses, origin and destination ports,
and transport layer protocol). Each flow is labeled indicating
either the specific type of simulated attack it is associated with,
or whether it is a flow containing normal traffic. Thus, the
main features of the dataset are a mix representing the normal
behavior present in modern applications and the abnormalities
present in the simulated attack traffic. The dataset contains
2540044 records and it is organized into two main categories:
Normal traffic and Abnormal traffic. Abnormal traffic is further
divided into nine categories of attacks, as mentioned above.
From the total of records, 87.35% corresponds to normal
traffic, whereas the remaining 12.65% corresponds to abnor-
mal traffic. The most representative attack is called ”generic”,
which is a cryptographic attack against ciphering elements.
This attack represents 67.06% of the attack traffic. Thus, it
is evident that UNSW-B15 presents an important imbalance
since the normal traffic is much more represented than the
abnormal traffic.

The UNSW-B15 contains four different sets of features.
First, it contains a set of basic features, mostly associated
with byte counting at different levels of granularity. Second,
it contains a set of content features, associated to transport
protocol field values, and also associated with some aspects
of an application protocol (mostly HTTP). The third set of
features corresponds to different time information, including
the jitter measured from the perspective of source and desti-
nation. Finally, the fourth set of features contains information
on traffic flows as reported from additional tools used to
preprocess the data set. More detailed information on the
composition of these feature sets can be found at [5].

B. Feature selection

The set of features of the dataset contains both categor-
ical and numerical values. ”Protocol”, ”state” and ”service”
represent the categorical variables of the set. To perform the
feature selection process, the dataset is first cleaned by filling
null values and correcting numerical variables according to the
description in [5]. From categorical values, some attack types
are significantly related to the protocol, for instance, 97% of

Fig. 1: Pearson correlation among numerical features

the samples associated with the threat ”generic” run over UDP
protocol, and 93% of worm attacks use the TCP protocol.
However, the majority of attacks are somewhat equally dis-
tributed over the protocol attribute. Also, most of the attacks
are executed over HTTP or DNS services. Nevertheless, 49%
of the samples belong to unspecified protocols on the dataset.
This is an issue that draws concerns about the information
provided by this feature.

On the other hand, numerical values were analyzed, at first,
using the Pearson Correlation Coefficient (see Figure 1, to
discard highly correlated variables. In our case, we found
about 19 features with a correlation coefficient above 0.7.

Considering this information, we applied a feature selection
ensemble method based on Random Forests [6]. The categor-
ical values were codified using label encoding and one-hot
encoding. The most relevant features pointed by the method
can be visualized in Figure 2. These selected attributes are
similar to the ones included in [7], where the authors use an
Association Rule Mining technique (ARM) to perform this
task.

III. ONE-CLASS CLASSIFICATION

One-class classification (OCC) is a sub-field of ML and it
is often related to outliers or anomaly detection. OCC-based
algorithms try to model a ”normal” class to classify unknown
samples either as normal or abnormal. OCC holds the assump-
tion that the negative class is not present or not appropriately
sampled [8]. In this sense, OCC differs from classic binary and
multi-class classification problems, becoming an alternative for
heavily imbalanced datasets.

Considering the design of an ML-based IDS, samples of
normal traffic are simple to obtain. However, on the contrary,
researchers and developers will have little or no training data
to model, for instance, a zero-day attack. In this case, OCC is
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Fig. 2: Significant features

a promising alternative to implement an AIDS. Nevertheless,
OCC classification could pose a harder challenge than the
classic binary classification problem, since it searches a bound-
ary based only on one class that minimizes the probability of
accepting non-positive samples and maximizes the chance of
including objects from the positive class.

Having this in mind, we assessed the performance of the
following One-class classifiers over the UNSW-B15 dataset:

• One-class Support Vector Machine [9]
• Isolation Forest [10]
• Minimum Covariance Determinant [11]
• Local Outlier Factor [12]

IV. EXPERIMENTS AND RESULTS

A. Testbed environment

For the initial exploration of the dataset, we implemented
the algorithms on a Jupyter Notebook instance running on
a server equipped with two Intel(R) Xeon(R) Gold 6238 @
2.1Ghz processors, with 22 cores each, and 64GB of RAM,
running Linux Ubuntu 18.04.06 LTS 64bits. We initially tried
to use a Google Collab environment instead, but due to
resource limitations, we were not able to process the entire
dataset. Therefore, we rather relied on the local environment

B. Metrics

Different performance metrics allow the evaluation of an
attack detection algorithm [1]. Alternatives relying only on
accuracy to assess the operation of the classification algorithm
might be affected due to the influence of the majority class
(i.e. class imbalance). This situation induces a bias, causing
the algorithm to fail in understanding the patterns that dis-
tinguish among classes. Thus, this bias might lead, in some
cases, to overfit the class containing the largest amount of
samples. Hence, there are other metrics useful to estimate
the performance of an IDS which do not become so affected
by the imbalance situation. These metrics are based on the
ratio between attacks classified either correctly or incorrectly,
and the total number of attacks. The aforementioned metrics
can be visualized in Table I. Also, the area under the ROC

TABLE I: Performance metrics

TPR =
TP

TP+ FN

True positive rate: Ratio be-
tween the attacks correctly pre-
dicted and the total number of
attacks.

FNR =
FN

FN+TP

False negative rate: Ratio be-
tween anomalies missclasified as
normal traffic and the total num-
ber of anomalies.

FPR =
FP

TN+ FP

False positive rate: Ratio be-
tween the normal instances mis-
classified as attacks and the total
amount of normal instances.

ACC =
TP+TN

TP+TN+ FP+ FN

Accuracy: Ratio between cor-
rectly classified instances and the
total amount of instances.

TABLE II: Binary classification

Method (LR) TPR FPR FNR AUC
[L, FD, UB] 0.949 0.013 0.051 0.981
[L, FD, B] 0.996 0.017 0.004 0.984
[L, RD, UB] 0938 0.013 0.062 0.981
[L, RD, B] 0.995 0.017 0.005 0.985
[OH, FD, UB] 0.957 0.012 0.042 0.984
[OH, FD, B] 0.995 0.017 0.005 0.985
[OH, RD, UB] 0.939 0.013 0.061 0.981
[OH, RD, B] 0.995 0.017 0.005 0.985

curve (AUC) is a well-known tool to diagnose the capacity
of a binary classifier to discriminate between both classes,
considering the variation of True Positive Rate (TPR) and
False Positive Rate (FPR) through different thresholds. We
used these metrics to evaluate and compare the implemented
one-class classifiers against some typical binary classifiers.

C. Assessed techniques

To compare the performance of One-class classifiers, we
implemented a simple logistic regression model, with the pre-
viously selected features pointed in section II-B. This method
is useful in scenarios with a significant amount of data, and it
is widely used in the literature. We tested different scenarios
(see Table II), using the full dataset (FD) and a reduced version
of it (RD). We also tried two different encoding schemes
for categorical variables: One-hot encoding (OH) and label
encoding (L), and, finally, under-sampled the data to train
the algorithm with balanced (B) and imbalanced data. There
were no significant differences in the metrics reported for each
variation of the method while it showed a good capacity to
distinguish between both of the classes.

The reported metrics for One-class classification algorithms
are shown in Table III. One-class support vector machines
(ocSVM) showed the best results among the revised alterna-
tives. However, it seems that these kinds of techniques demand
precise hyper-parameter tuning to improve metrics like FPR
and FNR. In this case, the accuracy for each method was
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TABLE III: One-class classification

Method TPR FPR FNR ACC
ocSVM (FD) 1 0.657 0 0.619
ocSVM (RD) 0.688 0.520 0.312 0.567
ISOF 0.213 0 0.787 0.213
MCD 0.195 0 0.805 0.195
LOF 0.059 0 0.941 0.059

reported. Even though One-class classification represents a
more challenging task defining the border that separates the
normal class from the outliers, it is still a good alternative to
be explored to deal with the class imbalance and previously
unseen attack types.

V. RELATED WORK

From a literature review, we identified a set of works that
have considered the UNSW-NB15 data set as the foundation
for the assessment of different intrusion detection solutions.
These works are listed in Table IV, which shows the cho-
sen technique and the most common performance indicators
(accuracy, recall, precision, and F1-score). Most of the works
have focused on a binary classification problem, where they
try to distinguish normal traffic from malicious traffic [13],
[14]. This approach, normally using traditional ML and Deep
Learning (DL) algorithms, results in reported accuracies usu-
ally over 90%. On the other side, the multi-class classification
problem usually poses harder challenges, since the data set is
heavily imbalanced as it was stated before. Only a few papers
addressed the imbalance of the dataset and presented metrics
beyond Accuracy. This is a key issue to be addressed in the
design of an IDS, considering the ratio of normal and abnormal
traffic. An algorithm installed on an IDS could report high
accuracies, but this could be biased towards the majority class,
which is usually the class corresponding to normal traffic. In
this sense, is important to tune classification methods to have
acceptable levels of metrics like FPR, TPR, and FNR, that are
closely related to the metrics considered in Table IV.

Meftah et al. [15] used different ML and data mining
techniques evaluated on the data set. They report to use
Recursive Feature Elimination and Random Forests for Feature
Extraction and solved first the binary classification problem
using SVM, and then tried several classification techniques
for the multiclass problem. In [16], a detection algorithm
over a selection of five of the attacks on the database is
proposed, the authors used a model based on Decision trees
and implemented a feature selection stage implemented based
on the k-means. In Moualla et al. [17], an oversampling of the
minority class is made, solving the multi-class problem using
Extreme Learning Machines (ELM). Zhiqiang et al. [18], Al-
Zewairi et al. [19] and Aleesa et al. [20] present studies on
the design of solutions for an IDS based on Deep Learning
approaches. Particularly, they explore different settings of
activation function and hyperparameters and compare their
solution with conventional approaches using the UNSW-NB15
data set. These approaches tend to use the whole set of

features of the dataset instead of selecting a subset of them.
Jing and Chen [21] develop an IDS based on SVM with
capabilities for binary and multiclass classification. Authors
use the UNSW-NB15 dataset for evaluation, and compare
their solution with Naive Bayes, obtaining higher accuracy
with their approach. Moustafa et al. [22] use the dataset for
the assessment of an IDS solution based on an approach
called Beta Mixture Models and Outlier detection. Authors
of this work use Principal Component Analysis and select
eight features from the dataset to train their approach and
compare it against four traditional techniques. Nawir et al.
[23] present a study assessing different traditional machine
learnings when applied to the dataset. Their focus was binary
classification to evaluate the performance of the algorithms in
terms of accuracy. Benmessahel et al. [14] develop a solution
based on Evolutionary Algorithms and a Neural Network.
They address the comparison of the performance of their
approach by assessing it with UNSW-NB15 and a classical
dataset such as NSL-KDD when detecting new attacks. In
other work, Nawir et al. [24] also assess the performance
of Machine Learning algorithms from the perspective of su-
pervised learning, considering the studied dataset. They focus
their assessment on accuracy and processing time. Faker and
Dogdu [25] develop a solution based also on Deep Learning
and Ensemble techniques. They compare the performance
of their technique considering both the UNSW-NB15 and
the CICIDS-20017 datasets [26]. Bagui et al. [27] present
a solution based on a hybrid approach combining clustering
and a correlation-based technique for feature selection, and a
mechanism based on a probabilistic algorithm and a decision
tree. The feature selection process delivers 11 features of the
original dataset as the most relevant to be used for the intrusion
detection approach. Ahmad et al. [28] propose a solution for
IDS in the context of the Internet of Things which is based
on Supervised ML algorithms. They use clustering of different
sets of features present in the UNSW-NB15 data set to evaluate
their IDS solution. As part of their study of the data set, they
also cope with the imbalance problem by performing some
undersampling on the major class (Normal traffic). Hussain
et al. [29] used Extreme Gradient Boosting (XGBoost) for
feature extraction and classification using the studied dataset.
From the application of XGBoost, they determine a subset of
23 features that can be used for detecting even novel attacks
based on traffic containing these features. Divekar et al. [30]
present and study comparing the performance of different
traditional techniques when applied to UNSW-NB15, NSL-
KDD, and KDD-99 datasets to validate that UNSW-NB15
may be considered as a relevant dataset representing traffic
behavior on modern networks. Kocher and Kumar [31] present
an evaluation of a set of classical ML after performing feature
selection from the UNSW-NB15 dataset using Chi-Square,
Filtering, and a combination of both to obtain a different
set of features for the training. Hammad et al. [32] use the
UNSW-NB15 dataset to evaluate different algorithms such
as Naive Bayes and Decision Trees, and Correlation-Based
Feature Selection.
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TABLE IV: Summary of related work

Alternative Technique Multiclass Accuracy (Tr, Te) Recall Precision F1 Validation
Network Based Intrusion Detection Using the
UNSW-NB15 Dataset [15]

SVM, DT, NB ✓ 85%, 75% - - - 10 Fold cross-val

An integrated rule based intrusion detection sys-
tem: analysis on UNSW-NB15 data set and the
real time online data set [16]

DT ✓ 84% - 65% ✓ ✓ ✓ Train-test split

Modeling Network Intrusion Detection Sys-
tem Using Feed-Forward Neural Network Using
UNSW-NB15 Data set [18]

NN - 99% - - - 10 Fold cross-val

SVM Based Network Intrusion Detection for the
UNSW-NB15 Data set [21]

SVM ✓ 83%-75% - - - Train-test split

Anomaly Detection System Using Beta Mixture
Models and Outlier Detection [22]

Beta mixture mod-
els

✓ 93% - ✓ - -

Performances of Machine Learning Algorithms
for Binary Classification of Network Anomaly
Detection System [23]

NB, DT 94% ✓ ✓ ✓ -

A new evolutionary neural networks based on
intrusion detection systems using multiverse op-
timization [14]

NN 99% - - - -

Effective and efficient network anomaly detection
system using machine learning algorithm [24]

Average One De-
pendent Estimator

97% - - -

Experimental Evaluation of a Multi-layer Feed-
Forward Artificial Neural Network Classifier for
Network Intrusion Detection System [33]

NN 99% ✓ ✓ ✓ 10 Fold cross-val

Intrusion Detection Using Big Data and Deep
Learning Techniques [25]

K-Means, GBT, RF,
NN

✓ 97% - - - 5 Fold cross-val

Using machine learning techniques to identify rare
cyber-attacks on the UNSW-NB15 data set [27]

NB, DT ✓ - ✓ ✓ ✓ -

Deep-intrusion detection system with enhanced
UNSW-NB15 data set based on deep learning
techniques [20]

FFNN ✓ 99% - - - Train-test split

Improving the Performance of Machine Learning-
Based Network Intrusion Detection Systems on
the UNSW-NB15 Data set [17]

ELM (NN) ✓ - ✓ ✓ ✓ Train-test split

Intrusion detection in internet of things using
supervised machine learning based on application
and transport layer features using UNSW-NB15
data-set [28]

✓ 96% - - - -

Development of an Efficient Network Intrusion
Detection Model Using Extreme Gradient Boost-
ing (XGBoost) on the UNSW-NB15 Dataset [29]

Extreme gradient
boosting

✓ - - - - -

Benchmarking datasets for Anomaly-based Net-
work Intrusion Detection: KDD CUP 99 alterna-
tives [30]

SVM, RF, NB,
FFNN

✓

Analysis of ML algorithms with feature selection
for intrusion detection using UNSW-NB15 data set
[31]

NB, KNN, FFNN,
LR, SVM

99 - - - Train-test split

Intrusion Detection System using Feature Selec-
tion With Clustering and Classification Machine
Learning Algorithms on the UNSW-NB15 data set
[32]

ZeroR, RF, NB 97.60% ✓ ✓ ✓ Train-test split

Finally, one-class classification in IDS has been imple-
mented in particular scenarios, Nader [34] used a dataset
where traffic contained different attributes of a pipeline are
included, they also generated 28 types of attacks, to interrupt
and corrupt the packets in the system. They assessed several
methods like SVDD (Support Vector Data Description), KPCA
(Kernel Principal Component Analysis), simple one-class, slab
SVM, robust SVM, and a self-developed method based on
Mahalanobis distance, showing a better performance in terms
of accuracy and execution time, but without reporting further
metrics like sensitivity or precision.

VI. CONCLUSIONS AND FUTURE WORK

One-class classification techniques are interesting alterna-
tives to develop anomaly-based intrusion detection systems
since they can tackle two main problems: the imbalance be-
tween normal and abnormal traffic in computer networks, and
the possibility to detect zero-day attacks. In this work, we have

presented the evaluation of different One-class algorithms over
the UNSW-NB 15 dataset. These algorithms present a more
challenging task in modeling the decision boundary, compared
to binary classification problems. The implementation of these
techniques showed that the training phase is computationally
demanding in contrast to other classical algorithms like logistic
regression. Also, One-class classifiers require fine parameter
tuning to adjust their performance according to the relevant
metrics in IDS design.

The reviewed algorithms can be used in anomaly detection,
nevertheless, they do not give further information on the
negative class, which is crucial for attack mitigation strategies.
A DDoS attack that infringed upon a network infrastructure
must be confronted using a different plan from the proce-
dure used to stop a worm. To deal with this, an ensemble
classifier could be a promising alternative, where the first
part would detect anomalies, and the second segment would
handle the multi-class classification problem. The multi-class
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classification can be faced by grouping attacks that can be
mitigated with similar strategies. Despite these limitations
mentioned, One-class classifiers present a promising research
line worth to be further explored considering the challenges
of addressing the hyper-parameter tuning and the provision of
larger computational resources.
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